Josh Seigel
115 Wardlow Lane, Kathleen, GA 31047 | (678) 756-8957 | seigel.joshk@gmail.com | LinkedIn Profile

Professional Summary

Infrastructure and Security Architect specializing in designing secure, highly available enterprise and public-sector environments. Expertise includes network segmentation, virtualization architecture, risk management, security governance, and regulatory compliance (PCI, HIPAA, NIST). Proven ability to align infrastructure modernization with business objectives, translate security risks into business impact, and support compliance-driven security programs.
Professional Experience
Senior Systems and Security Engineer | Total Computer Solutions | April 2025 – Present
· Lead architecture and deployment of secure, high-availability infrastructure environments across enterprise networks.
· Evaluate third-party tools and solutions to ensure alignment with organizational security and compliance requirements.
· Oversee enterprise vulnerability management programs using risk-based remediation strategies.
· Architect Microsoft 365 and Entra ID security posture including Conditional Access, identity protection, and privilege governance.
· Design and validate backup and disaster recovery solutions protecting 1,500+ endpoints and mission-critical servers.
· Support security and compliance initiatives aligned with PCI, HIPAA, and industry frameworks, assisting in identification and remediation of control gaps.
· Collaborate with leadership and stakeholders to align security controls with business and compliance requirements.
· Serve as escalation authority for complex infrastructure and cybersecurity incidents, ensuring proper response, containment, and documentation.
Senior Systems Engineer | AdvanTech | September 2024 – April 2025
· Designed secure Active Directory, DNS, and DHCP infrastructures optimized for resilience and scalability.
· Led enterprise email security modernization including DKIM, SPF, and advanced filtering controls.
· Managed VMware and Hyper-V environments improving redundancy and performance.
· Conducted vulnerability assessments and directed remediation aligned with PCI and HIPAA compliance.
· Designed encrypted offsite backup and disaster recovery strategies supporting business continuity.

Cyber Security Engineer | AdvanTech | June 2022 – September 2024
· Implemented MFA, zero-trust access controls, and least-privilege governance across enterprise environments.
· Led vulnerability remediation initiatives securing network edge devices and endpoints.
· Architected advanced email security controls reducing phishing incidents by 40%.
· Supported PCI and HIPAA compliance initiatives and remediation of audit findings.
· Coordinated incident response activities including containment, analysis, and root cause investigation.

IS Technician I & II | Navicent Health | January 2018 – May 2022
· Supported Epic EMR deployment across 2,500+ workstations and 500+ printers.
· Assisted infrastructure deployment for Beverly Knight Olson Children’s Hospital expansion.
· Managed enterprise print server environments including driver standardization and access control.
· Supported infrastructure integration during Navicent–Atrium Health merger.

Certifications: CISSP, CISM, SecurityX (CASP+), CySA+, Security+, Network+, A+, ITIL 4, LPI Essentials, PMP

Education

Bachelor of Science, Cybersecurity & Information Assurance (In Progress)
Western Governors University
Associate of Science, Information Technology
Central Georgia Technical College

